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1. Overview

Efento mobile application allows users to interact with all Efento sensors
(configuration, reading the measurements) and Efento Cloud platform (access to the
sensors measurements and all cloud functions through a mobile device). Application
is available free of charge in Google Play. Users can switch between the application
modes (nearby devices and cloud) at any time. Application works with mobile devices
equipped with Android 5.0 or newer.

2. First launch

% 4 W94

?

HOW DO YOU WANT TO USE
THE APP?

Efento Cloud

Get measurements from your Cloud
connected sensors and manage your
organisation

Nearby sensors

Read measurements and configure

sensors nearby your mobile device

SAVE

You can switch between cloud and nearby sensors
and change default startup settings at any time

During the first launch, user will be asked to choose
the default application mode:

Efento Cloud - access your Efento Cloud added
sensors through a mobile device. You can check
current sensors measurements, alerts, generate
reports, etc. This requires an Efento Cloud account.

Nearby sensors - connect to the sensors nearby
you (Bluetooth Low Energy sensors, NB-loT, Efento
Gateways) and get the measurements data from
their memory and configure the devices.

You can switch between the application modes at
any time in the application main menu.


https://play.google.com/store/apps/details?id=pl.efento.cloud
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3. Efento Cloud

3.1 Registration and logging in to Efento Cloud

If you do not have an active Efento Cloud account, you need to register. During the
registration you will be directed to the Efento Cloud website to set up an account.
After registering your account, you will receive an email with an activation link.Open
the email and follow the instructions to complete the registration process.

Users who already have an active Efento Cloud account can skip the above steps
and log in by entering their email address and password in the application.

3.2 Creating a new Organisation

The organisation allows sharing measurement
data from loggers with other users. Additionally,
as part of the Organization, you can create a
location structure to organise sensors. Users with
access to your Organisation can be given access
to view or modify individual locations.

If you have registered with Efento Cloud and are
not yet a member of any Organisation, you will
be asked to create a new Organisation and
select its name. After entering this data, you will
receive full access to manage your Organisation,
invite other users to it, and configure sensors. If a
new user has been invited to an existing
Organisation, they will be automatically assigned
to it after completing the registration

Configuration of organisation settings is done
through the menu in the upper left corner of the
screen. The menu has the following elements:
Sensors, Alerts, Alarm Rules, Locations, Users,
Automatic Reports, Organization Settings and
Profile. The use of these functions will be
described later in this manual.

Selecting Nearby devices will switch the
application in the nearby mode and allow the
user to interact with Efento’s devices nearby the
user's phone.

R0 € wT74%

EFENTO
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Sensors

Alerts

Alarm rules

Locations

Users

Automatic reports

Organisation settings

Nearby devices

My account
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3.3 Adding sensors and gateways

All Efento devices (both wireless loggers and Efento Gateway) can be configured to
work with Efento Cloud using a mobile application. You only need a smartphone with
the mobile application installed on it to configure the devices and add them to your
cloud account.

If there are no loggers added to your Efento Cloud organisation, tap anywhere on the
screen to add a logger. From the organisation settings screen select Add sensors. In
order to add loggers to your organisation, you need a licence code. The licence code
is a 36-character key sent by email when purchasing access to the Efento Cloud
platform. To add the licence code either copy and paste the code from the email or
scan the QR code using the phone’s camera.

If you have already added sensors to your Efento Cloud organisation, you can add
new sensors by selecting the Organisation settings tab in the main menu.

3.4 Adding and configuring Efento Gateway

Efento Gateway is a network device that sends measurement data from Efento
loggers to the Efento Cloud platform. The device can be powered from a mini USB
(5V, 1A) by connecting the USB power adapter included in the kit.

To configure Efento Gateway from the main menu, select Organisation settings and
then Add sensors. Then select the option Bluetooth Low Energy Sensor and Add
Gateway.

34 098% | 10:43 M B 394 B97% | 10:21 %4 8100%

Organisation settings 7/ Q X

ORGANISATION NAME

Efento test

ORGANISATION TOKEN

or d001a7fe-192b-4af1-b5e2-69bc8694
9d40

N N
” i«

AVAILABLE SMS

0 TOP UP

A ADD SENSORS LICENSES: 1

EMAIL NOTIFICATION WHEN LEFT Select what type of sensors do you want to ADD SENSORS
10 add Tap on the sensors you want to add to
your organisation. Make sure they are in
gateway's range
AVAILABLE LICENSES

@® Bluetooth Low Energy sensor
Go . TOP UP
6 channels: 1

Sensors send the data to the platform
using a gateway 282C02400D5C
AUDIT TRAIL

B Audit trail contains all information
about changes made by the users
to current organisation.

NB-loT sensor
282C0240107D

Sensors send the data to the platform
over NB-loT

GENERATE

ADD SENSORS

ADD A GATEWAY FINISH

| [ ]
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Press the button on the back of the device twice (the button should be pressed with a
pin) to switch the gateway into configuration mode. Configuration mode is indicated
by a fast flashing blue LED on the front gateway panel.
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Press the button on the back of the gateway twice to enter the configuration mode

The gateway serial number will appear in the list of available devices, and after
choosing it you will go to the configuration screen. Efento Gateway must be
configured to have Internet access. Efento Gateway supports DHCP. If you enable
DHCP, all Efento Gateway network configuration will be downloaded from the router
(don't forget to enable DHCP on the router!). The second option is manual network
configuration settings - enter the Efento Gateway IP address, router IP address,
subnet mask, and DNS address and save all changes by clicking "Save". The
Gateway will try to connect to Efento Cloud. After successful connection, the
configuration mode will close and you will be taken to the adding loggers screen.

39 "4 096%[1045 & 39 "4 096% | 10:46 &

CONFIGURE EFENTO GATEWAY
(282C024D021A)

IP Address
192.168.120.221
CONFIGURE GATEWAY

Make sure that you are nearby the gateway
you want to configure and quickly press Mask UPDATING CONFIGURATION
the button on its back panel twice. T the 255.255.255.0
gateway's serial number once it,2* pears
below Saving server configuration
Default Gateway IP

192.168.120.10
282C024D021A Closing the configuration mode

Saving network configuration

NTP
pool.ntp.org
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3.5 Adding Bluetooth Low Energy loggers

From the main application menu, select Organization Settings and then Add Sensors
-> Bluetooth Low Energy Sensor.

Click on the sensor you want to add, give it a name (by default, all are called New
Sensor) and choose to which location the logger should be assigned. If you want to
change its name or move it to another location, you can do it at any time.

394 091% | 2:02

Add sensor

SET SENSOR'S NAME AND
LOCATION

(282C02402EF1)

Location
TOP
Sensor added

LICENSES: 2 Sensor's name Sensor has been added to your

ADD SENSORS Efento Sensor organisation.
Do you want to configure alarm
Tap on the sensors you want to add to rules?

your organisation. Make sure they are in
gateway's range

282C02402EF1

ADD A GATEWAY FINISH

< ]
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3.6 Adding NB-loT loggers

From the main application menu, select Organisation settings and then Add sensors
-> NB-IoT sensor.

Place the NB-loT sensor near the smartphone with the application, and then from the
list of available loggers select the one you want to configure and add to the Efento
Cloud platform. Enter a reset pin that you can find on the enclosure label. Configure
APN and PLMN settings - you can get this information from the mobile operator that
you use. If you have not received such information, check the "Automatic" / “Obtain
automatically" boxes. After configuring APN and PLMN, the logger will try to connect
to the network and send data to the Efento Cloud platform. In addition, during the
connection attempt the logger will check the signal strength and in case of poor
connection quality inform you about it. The process of registering to the network and
first communication with the platform may take a few minutes.

3 @ "4 090%]|2:36 & 3 @ 4 090%][236 &

CONFIGURE NB-IOT SENSOR

(282C024F0019)
'\/\ 05)» Set APN and PLMN. You can obtain
these values from your mobile

operator. If you are not sure about

39!1397 P'aSS‘WO"'d these values, try to use "automatic” in
28:2C:02:4F:00:19 both fields

Provide correct sensor password.

CONFIGURE NB-10T SENSOR You can find it on housing of the
device,

APN

Make sure that you are near the sensor. Tap Automatic

the device's serial number once it appears
below

Sensor password

D Use username and password

282C024F0019 CANCEL Username

Password

PLMN code

Obtain automatically

SAVE
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The application will keep you updated on progress. After successful communication
with the platform, name the logger and assign it to the selected location.

3@ L 089%[2:49 B B 3 O 4088%]249 O

Add sensor

SET SENSOR'S NAME AND
LOCATION

(282C024F0019)

TOP

Sensor's name Sensor has been added to your

CONFIGURING SENSOR Efento Sensor organisation.
Do you want to configure alarm

rules?

Sensor added

Saving configuration
Registering to the network

Checking communication with
Efento Cloud

Assigning sensor

3.7 Creating and managing locations

The Efento mobile application allows easy management of locations and their
associated loggers. Thanks to this, you can create the structure of your Organization
in the form of a tree and assign sensors to it. The grouping of sensors is unlimited,
you can use geographical distribution (e.g. Country -> Cities -> Districts -> Facilities),
function distribution (e.g. Object type -> City -> Exact location) or any other,
depending on your needs. In addition, users assigned to your organisation may be
given specific permissions in different locations. Locations significantly simplify
system administration and give full control over user access.

Location configuration is done in the Locations menu, which only users with the
Administrator or Manager roles can access. There you will find a tree of already
created locations.

Press and hold the location name you wish to edit for 3 seconds, a menu will appear
with the following options:

e Rename - change the name of the selected location

10
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e Add location - add a location to the tree, enter the name of the new location
and confirm with OK. The location will be automatically added to the list as a
subordinate location to the one you selected
Change parent - move the location to another location in the organisation tree
Delete location - Deleting a location also deletes its child locations. It is
impossible to delete a location with loggers assigned. In this case, it is
necessary to remove the loggers or change their location first, and then delete
the selected location.

12:08 ™

= Locations

> Efento (demo organisation)
laboratory
> Krakow office
Warehouse
Kitchen
Server room
Office room

Conference room

¢ Editname

4+ Add location
= Move location to other parent

i Delete location

11
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4. Dashboard - preview of sensors added to Efento Cloud platform
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4.1 Dashboard

e The dashboard presents all available sensors in [ERERY
a given organisation and information about
them. Each logger visible on the list has its

=  Efento (demo ..

name and serial number. On the right hand side

of the screen you can see the measurements 322'3:0

taken by the logger along with the time of the §& Z?;;Zﬂii;m i moﬁgix

last measurement. o minstes ag0
e On the left, next to the sensor name, its current

status is visible: I Erento i 224

o OK - a green label with the word OK [ 2500240043 € 39%
means that the logger working properly 6 minutes ago
and is sending data to the platform :

o Lost - a grey label with the word LOST [§ [emperature logg.. § 234
means that the platform does not receive § minutes ago
data from the loQger Differential press... 0 Pa

o No licence - a grey label with words NO § 282c024r0002 N

LICENSE means that the licence is
expired.
o Alarm - a red label with the word ALARM
means that the alarm threshold set for
this logger has been exceeded i=
o Battery - a yellow label with the word
BATTERY means that the logger battery
is getting low and should be replaced

Sensors

o Archived - a grey label with the word ARCHIVED means that it's only
possible to browse historical measurements from this measurement
point. The sensor is removed from all reports and rules. Archived
devices are not shown on the sensor list by default, to display them
filter the list by Archived status.

Access to the dashboard is available to every user added to the organisation,
regardless of their permission level (Analyst / Manager / Administrator).

At the bottom of the screen are navigation icons that allow you to quickly switch
between the dashboard and the alarm list.

12



Efento Mobile Application User Manual

4.2 Filters, search, locations
DRI G S ]

X  Select location Q 3

The data displayed on the desktop can be filtered out to
easily find the information you need. The first filtration
method is based on location. By clicking the location
name above the list of loggers, you can select the
location to display and filter only the loggers assigned to
it. Further methods described in the manual operate
within the selected location. Server foom

Office room

> Efento (demo organisation)
laboratory
> Krakéw office
Warehouse

Kitchen

Conference room

Sensors

12:00 ™ . T

The second method of filtration
is searching the sensor by name AT ol ¢ temperaturd X
or by its serial number. Tap on
the magnifying glass icon (1)
and key in a serial number or
name of a sensor that you wish
to find and the list will only show
the sensors you are interested
in.

THP logger & aAT% & 282C024F0001

§223°C Temperature logg... i23.4°C
2B2C024FFF14 M 1003.8 hPa

4 minutes ago

Efento
282C0240243E

Temperature logg. g 234°C
282C024F0001
utes ago

> temperature temperature temperatury &

) £ oo
Differential press.. &) 0 Pa 5 6 7 .8 9 0

282C024F0002 ) q1 W2 e3 r4 t y u | (0] p

-
w
O

asdf gh j kI

& z x cvbnmgE

_ : ? @ - | m

13
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You can also filter out sensors

by their type or status. Tap on .
the filter icon (2) and select the Efento (demo - X Filters
sensor types or statuses by Status
which you want to filter the H — T EEE P
sensors and tap Apply filters. i & 1003.8 hPa 0 Lost 0] Low Battery
After selecting a specific type(s) O o
only the sensors that meet the § 2.4
filter criteria will be shown. H i .
[[] Temperature [ Humidity
H Temperature logg. § 234°C [] Pressure [ pifferential pressure
R " [ ok/Alarm [ Electricity usage
H Differential press.. & ora [J Water usage [ Pulses

Order by

Status

APPLY FILTERS

4.3 Preview of detailed sensor's data

After tapping the sensor on the list you will be able to browse detailed information
about the selected sensor such as alarm occurrences, measurement data in the form
of a chart or table and alert rules to which the sensor is assigned. You will also be
able to export the sensor's measurements from any time period in the form of PDF or
CSV report.

Efento Sensor T .6:6/0 The Preview tab shows the current data of the sensor.
B The graph shows the measurements of a given value
from the current day (click the graph to open the

282C02402EF1

§ Temperature full-screen mode and change the range of presented
data). You can also find information on the time of the
ae ;u[h last measurement and the measurement period. The
ﬂ Generate report button enables generating reports with
SCTYYY measurements from any period. Detailed instructions on

wowowe o eowo o generating reports are described in the Generating
®  report on demand chapter.

2023-04-06 09:51:00

LOGGING INTERVAL @
3 minutes

GENERATE REPORT

< o = | 14
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The Alarms tab contains a list of alarms related to the
selected sensor (details in the Alarms chapter). Here you
can find information about the date and time of the alarm
and the reason for the alarm, including the name of the
alarm rule. Click on the selected alarm to view its details.
If the measurement has returned to a safe range, the
user can confirm the occurrence of an alarm. After
confirming the alarm, notifications about it will not be
displayed again on the platform.

The Table tab contains a table with all measurements
sent by the selected sensor including the date and time
of those measurements. Tap on the data over the table to
select the date from which you want to browse the
measurements.

®

§ causer<225°C.

Efento Sensor

282C02402EF1

Value 22.4 °C.

2023-04-07 23:06:00

Cause: < 22.5°C.
Value 22.4 °C.

2023-04-07 22:15:00

Cause: < 22.5°C.
Value 22.4 °C.

2023-04-07 21:27:00
Cause: < 22.5°C.
Value 22.4 °C.

2023-04-07 10:33:00

Cause: < 22.5°C.
Value 22.4 °C.

2023-04-06 19:36:00

Cause: < 22.5°C.
Value 22.4 °C.

2023-04-06 13:05:09

Sensor is lost

Efento Sensor
282C02402EF1

a

13

3T E22%

Active: 3 minutes

CONFIRM

Active: 12 hours

CONFIRM

Active: 39 minutes

CONFIRM

Active: 12 minutes

CONFIRM

Active: 27 minutes

Confirmed

Active: 14 hours

CONFIRM

Active: 3 minutes

3@

= 2
2023-04-06 >
Time Temperature
09:51:00 23.7°C
09:48:00 23.7°C
09:45:00 23.7°C
09:42:00 23.7°C
09:39:00 23.7°C
09:36:00 23.7°C
09:33:00 23.7°C
09:30:00 23.7°C
09:27:00 23.6°C
09:24:00 23.6°C
09:21:00 23.6 °C

15
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The Alarm rules tab shows the alarm rules assigned to a

3o 4 B69%

given logger. If the calendar icon is displayed on the right, Efento Sensor
it means that the alarm rule is active in a certain period of AP
time. Click on the selected rule to view the details. A : = 2,
detailed description of the alarm rules can be found in the
Y Sensor lost
chapter Alarm rules. Immediately
§ Too cold V
under 10.0 °C
§ Too hot
over 30.0 °C

4.4 Editing the sensor’s name and changing its location
Tap on the three dots in the

upper rlght corner of the 1021 & 3@ "4 E27% [ 10221 B 3O L E27%
. Efento Sensor . Efento S
sensor details screen to RIS | X 2850240 | Change name

open the sensor settings : . o
menu. Choose  option
Change name, type in a

Move to another location

8 Temperature 8 TemperaturdSNEN

new name and approve itby .- J o Switch off
H H 238°C l 238°C

clicking OK. In the same ['° v Delete

way Yyou can move. the /‘N

sensor to another location. 2o — I
228°C 228°C
LAST MEASUREMENT LAST MEASUREMENT
2023-04-11 10:18:00 @ 2023-04-11 10:18:00 ®
LOGGING INTERVAL LOGGING INTERVAL
3 minutes @ 3 minutes @

GENERATE REPORT GENERATE REPORT

16
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4.5 Swapping sensors

Thanks to the sensor swapping function, the user can freely replace the sensors
without losing data and maintaining the continuity of existing measurements, e.g. in
the case of periodic calibration of the sensor. Select the sensor you want to replace
and then click the three dots at the upper corner of the screen and tap Swap. Choose
the type of the sensor (BLE / NB-loT) and click next. From the list that appears,
select the sensor that will be used to replace it. Measurement data and configuration
(alarm rules, automatic reports) of the swapped sensor are preserved and the
measurements sent by the new sensor are being saved in the platform. Information
on sensor swapping is saved in the system logs.

Replacement of the sensors does not require the purchase of an additional licence.

3@ 4 E30%

Efento §
282C0240 Change name

Move to another location

Switch off
240°C
238°C ‘ ‘
236°C Delete

234°C

232°C

20¢C SWAP SENSOR LICENSES: 2
28 ADD SENSORS

00:00 06:00 12:00 18:00 00:00 Select which type of sensor do you want to
swap the current one to Tap on the sensors you want to add to
LAST MEASUREMENT your organisation. Make sure they are in
t .
2023-04-11 10:27:00 o RS
Bluetooth Low Energy sensor
Sensors send the data to the platform

@ using a gateway 282C02403815

LOGGING INTERVAL

3 minutes

GENERATE REPORT

NB-loT sensor

282C02403806

Sensort send the data to the platform
over NB-IC &

ADD A GATEWAY FINISH

17
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4.6 Switch sensor on/off

If you switch off a sensor, its measurements will not be
saved in the platform and in case of alarm rules violation
the notifications about that sensor will not be displayed.
If a sensor is disabled, it will be greyed out on the

SWITCHED OFF

dashboard. In order to switch off a sensor tap the three © 0.000 m?
dots in the upper right corner of the sensor details J Efentosensor © 0.000m
282C024F0019 @© 0.000 m?

screen and choose Switch off. To enable the disabled
sensor click Switch on, which is located on the same
menu.

6 minutes ago

Sensors

39 4 01100% { 1: 3@ 4 1100% 3@ 4 0100%

Efento Sensor : % Efento S
282C02402EF 1 : 282C0240. Change name

12

@ ‘ 8 @ Move to another location

8 Temperature 8 TemperaturdSUEN

246°C 246°C Switch off
243°C 23T

20T 20T Delete
27T 37T

B4t [ B4 Switch off sensor

1t J\A"‘"xrmrv"r[uv zi1c J\A"‘"irmrp‘rfuv

28°C 228°C Switch off sensor Efento Sensor
00:00 06:00 12:00 18:00 00:00 00:00 06:00 12:00 18:00 00:00 (282002402EF‘])?

LAST MEASUREMENT LAST MEASUREMENT

2023-04-11 13:51:00 ® 2023-04-11 13:51:00 ® CANCEL SWITCH OFF

LOGGING INTERVAL LOGGING INTERVAL

3 minutes 3 minutes @

GENERATE REPORT GENERATE REPORT

EEECECE BT

18
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4.7 Archiving / Deleting the sensor

Efento Cloud allows users to archive and / or remove measurement points.

e Archiving measurement points removes them from the dashboard, rules,
reports, etc. but the measurements taken by them can still be accessed by the
users. Archived sensors do not require license - a license used by them is free
and can be used to add another measurement point to Efento Cloud

e Deleting measurement points removes them completely from the platform. The
measurements assigned to them can’'t be restored. In order to delete a
measurement point, it first needs to be archived

To archive a measurement point tap the three dots in the upper right corner of the
sensor details screen and choose Archive. To display all the archived measurement
points, on the dashboard go to Filters and select devices with Archived status.
Archived measurement points can be deleted (tap the three dots in the upper right
corner of the sensor details screen and choose Delete) and restored (tap the three
dots in the upper right corner of the sensor details screen, choose Add sensor and
select the sensor that will be assigned to the measurement point).

19
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5. Reports

Measurements from the selected period can be exported as a PDF or CSV report
anytime you wish. Additionally, Efento Cloud allows you to configure automatic
reports, which will be sent with selected frequency (e.g. daily, once a week or once a
month) to any e-mail address you type in.

The reports include measurements made by sensors. Additionally they can include
information about events such as violation of alarm rules, connection lost or low
battery level. The measurements can be saved in reports with a density of 3/ 15/ 30/
60 minutes.

Reports can be generated on user's demand or periodically (automatic reports) with
selected frequency (daily, once a week, once a month) and sent to any email
address. Reports on demand can be generated by each user (Analyst, Manager and
Administrator), whereas automatic reports can be configured by users with
permissions of Manager or Administrator.

5.1 Generating a report on demand

Generating a report on demand allows you to export measurements from one or
more sensors from any period of time in a PDF or CSV file.

To generate a report from a given sensor, select it from the list and tap the Generate
report button. Select the time range from which the report will be generated. Choose
what information should be included in the report and select the report type (PDF -
CHART, PDF - TABLE or CSV). Confirm the report settings by clickihng DONE.

3 +® "4 0100% f 8:59 3+ "4 0100% f 8:59 3 @4 0100%

Generate report X Generate report X Generate report

O] ©) (@) o O] (@) ] o ®

Period Format Period Format Period Format

Select start and finish dates of Select what your report will Select format of your report
the time range from which the contain
report will be generated
on a chart. PDF file can not

what makes it perfect for documentation
Measurements taken by selected sensor

From Measurements (® PDF - CHART
2023-04-02 00:00:00

Information on exceeding the alarm thresholds M nents presented in a table. PDF file can not
what makes it perfect for documentation

- [ Events
2023-04-11 23:59:00 O PDF - TABLE

Editab of the report. Perfe
data p nalysis in third part

O csv

< PREVIOUS < PREVIOUS

<
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CSV type allows you to change

the number

of measurements

included in the report. Depending
on how many measurements

should be

choose "write every":

measurement

5th measurement
10th measurement
20th measurement
120th measurement
240th measurement

included, you can

3 +® 4 0100%

Generate report

Type

Select format of your report

on a chart. PDF file can not

ements pre:
: s it perfect for documentation

what mal

esented in a table. PDF file can not
makes it perfect for documentation
purposes

O PDF - TABLE

Editable table version of the report. Perfect for further
data processing and analysis in third party software

@® csv

Write every

measurement

< PREVIOUS

3 @4 098%

Generate report

Select format of your report

ted on a chart. PDF file ce
it perfect for documenta

measurement

5th measurement
in not

ation

10th measurement

20th measurement
further
ware.

120th measurement
240 measurement

measurement

< PREVIOUS

The report will be sent to the email address you have entered while creating an
account in Efento Cloud. The report will be delivered within a few minutes.

Temperature

Maximum value
Minimum value
Average value
Standard deviation
Mkt

23.4°C
21.8°C
225°C
0.4°C
22.5C

Upper boundary -

Value
Boundary excendancees count
Boundary excendancees
The longest exceedance
- started at
— maximum value
- average value

Lower boundary

Value
Boundary excendancees count
Boundary excendancees
The longest exceedance
- started at
— minimum value
- average value

22.5°C
4
13:30:00
12:12:00
07-04-2023 23:06:00
22.3°C
22.3°C

25.0

24.8

24.5

2421

24.0

23.8

Report TOP > Efento Sensor 282C02402EF1 (CH:1) - 2023-04-07 00:00:00 — 2023-04-07 23:59:00

A/ EFENTO

07-04 00:00

07-04 02:00
07-04 04:00
07-04 06:00
07-04 08:00
07-04 10:00
07-04 12:00

Created by: Efento Efento 2023-04-12 10:31:19 / Organization: Efento test / Time zone: Europe/Warsaw (UTC +2)

07-04 14:00

07-04 16:00
07-04 18:00
07-04 20:00

07-04 22:00

n
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5.2 Configuration of automatic reports

3 vo "4 B95%

Automatic reports allow you to automate sending reports to
selected email addresses. The reports will be generated
and sent periodically, depending on the configuration. To
configure automatic reports you need to have
Administrator or Manager access permission. From the
Main menu select Automatic reports.

Tap the ‘+’ icon in the upper right corner of the screen and
add settings for the automatic report. Add a name to your
report, choose PDF or CSV format, report sending
frequency: daily, weekly or monthly and add what should

be included in it: Measurements / Events. CSV format No automatic reports yet.
Tap anywhere to add one.

allows you to set the number of measurements included in
the report, the same as when generating a report on
demand. Click the next button and add the email
addresses to which the report should be sent. Finally add
sensors for which the report is to be generated and confirm
with the Done button. The added report will appear in the
list of automatic reports.

10:44 3¢9 097% | 10:44 39 "4 097% | 10:45 3 @4 097% | 10:46

X Add automatic report X Add automatic report X Add automatic report

PDF - CHART

® O () (O) (@) [ [ ® Daily temperature 1 sensor

Configure Recipients Configure Recipients Sensors Configure Recipients Sensors Daily

Configure the report. These Add email addresses to which Select sensors which will be
settings can be changed in future. report will be sent included in the report.

Report name

Daily temperature] Add recipient

Add new sensor

Select format

PDF - chart

< PREVIOUS < PREVIOUS

Measurements

[ Events
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Automatic reports are generated and sent to recipients a few minutes after midnight
(depending on the selected frequency - every day, every Monday or every 1st day of
the Month).

Efento Mobile Application User Manual

3O 4 094%

All  configured automatic reports including information Automaticre.. /W
about their status, report content, sending frequency, and
report recipients are visible in the Automatic reports tab. To Daily temperature
delete an automatic report click the ‘trash’ icon on the g e

upper right. You can also edit an already existing report by

clicking on the pencil icon. In order to disable an automatic =~ © switchedon

report click the three dots icon and switch the report off. YR

SCHEDULE TYPE
© Daily
CONTENT
® Measurements

Recipients

efento.tester@gmail.com

Sensors

Efento Sensor
282C02402EF1
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6. Alerts

6.1 Alert preview
The user can display all alarms by selecting Alerts from the
navigation menu. Alerts are listed along with the following
information:
e Name and serial
triggered the alert
Date and time when the alert occurred
Cause of the alert (value of the threshold that has
been exceeded) and value measured by the device
at the moment when the alert occurred
Duration of the alert
Alert status (Active, Inactive, Confirmed). If the
alert’'s status is Inactive, a CONFIRM button is
visible in the right part of the list. After checking the
alarm, the user can tap the button to confirm that
the alert was noticed and actions have been taken.
While confirming the alert, users may leave a
comment which will be visible to all the users who
have access to the location.

number of a sensor which

229 M &

The alerts can be sorted depending on the date of their
occurrence, alert type, alert cause, current sensor
measurement, alert rule name or recipients assigned to
the alert.

In the upper right corner there are search and filter
icons that allow you to find a selected sensor’s alerts by
entering its name, serial number or filter out the result

Filters

Status
D Active

b2 4

4 191%

2023-04-12 14:25:09
Efento Sensor
282C024F0019
Sensor is lost

Active

2023-04-12 14:05:09
Efento Sensor
282C024F0019
Sensor is lost

CONFIRM

Active: 8 minutes

2023-04-07 10:33:00
Efento Sensor
282C02402EF1

Cause: < 22.5°C.
Value 22.4 °C.

CONFIRM

Active: 27 minutes

2023-04-06 19:36:00
Efento Sensor
282C02402EF1

Cause: < 22.5C.
Value 22.4 °C.

Confirmed

Active: 14 hours

2023-04-06 17:54:59
Efento Sensor

3O 4 09%

CLEAR

D Inactive

D Confirmed

by sensor type.

Type
D Lost

D Temperature

Order by

Start time

D Low Battery

D Water consumption

APPLY FILTERS
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6.2 Exporting the alert list

LREITR S bV |
In order to export the alerts list, go to the Alerts tab, tap
the three dots in the upper right corner of the screen and
select Export as PDF. A list of alerts in the PDF file will

Differential pressure ...

be generated and sent to your email address. Y 282002470002 CONFIRM

Active for: 6 hours

Export as PDF

Sensor is lost

2020-05-27 08:52:33

Differential press...
\V 282C024F0002

Sensor is lost

CONFIRM

Active for: 51 seconds

2020-09-02 16:07:58
Differential pressu...

\V 282C024F0002
Sensor is lost

CONFIRM

Active for: 6 minutes

2020-08-09 17:40:26

Differential pressure ...
\‘ 282C024F0002

Sensor is lost

CONFIRM

Active for: 6 hours

2020-08-10 06:28:43
Differential pressure ...
\‘ 282C024F0002
Sensor is lost

CONFIRM

Active for: 4 hours

a

Alerts

Alarm listing
# Created Sensors Value Type Measurement Rule name Recipients Status Confirmed by Comment
1 20330406 1 30500 Eferta Sensar Lot Oocurred Sensor lost cll:nbu.!l::b::@;m 2 ot comfrmed
z 2023-04~-06 17:54:58 Efenba Sensar Lost Oocurred Sensor lost clmw.tn:b;@;m B8 ot confirmmed
3 | 2003-04-06 13800 I fomperatura | | L5 L 24 Low temerature, [FEHSEBIIRC iy Ebento Efenta
& | 2003-04-07 10e3:00 I femparaturs | L2 than 2.4 Lowtemeratyre [T tester@gmadon| L e
[channe 1) ™
5 2003-04-07 14:55:09 Efertta Sensar Lot Docurred Sensor lost cll:nbu.tl::b:-‘r@;m 2 ot confrmed
& | 2003-04-07 21:27:00 Efento Senzor Temporature | LESE thar, 24 Low bty [T ermBgnedcn|
channed 1) m
7 | 2003-04-07 22:15:00 Efento Senzar Tamporatura | L% thart 24 Lowtemerature. [SFETo-testErBImaLen| oot confamed
-] 20050407 30600 Efertta Sensar Temperature — t""', X4 Lovw temera ture: afantn testar@gmad co mot confirmed
[channe 1) ™
9 2003-04-08 11:48:00 Efenta Sensar Temparature — t"m, 24 Low temerature afanin Sestari@gmad co ot confirmed
[chanmel 1) ™
10 | 2003-04-0812:24:00 Eferth Semsor Temperatura | (Lo AR, 24 Low bty [ OL O] L it
channed 1) m
1 | 2003-04-081357:00 Efertho Semsor Temporature | Le%Ethar, 74 T e T
chanmed 1) m
12 2003-04-08 1 4=48:00 Efenta Sensar Temparature ﬁ::ﬂz?- 24 Low temerature clmbu.tn:b:@;m “E0 ot confemed
13| 2023-04-0817:30:00 Efento Sensar Tamporatura | LS than 724 Lowtanmatyra [P berw @l ool L et
[channel 1) ™
14 | 2023-04-0821:27:00 Efento Sensor Tamporatura | LS than 724 Low bty [T O O] o et
{channed 1} m
15 | 2023-04-090657:00 |  EfentoSensor | Temperaurs [ LESEthan 24 Lowtemerature [ testerBImaL el e
16 2083-04-11 075009 Efertta Sensar Lot Docurred Sensor lost clmbu.tn:b:@;m 2| ot confirmed
17| 2003-04-11 0820009 Eferth Semsor Lot Occured Sensor last ""'“"”"““::@3""' 8| ot cpafemed
18 | 2003-04-11 0855209 Efertho Semsor Lot Occured Sensor last C'“""“"“"’:f;"" 8| ot cpafemed
Created by: Efento Efento 2023-04-14 14:35:27 / Organization: Efento test 14

An example list of alerts in PDF format
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7. Alarm rules

LOW BATTERY
@i Low battery
Immediately

Alarm rule is a formula that defines what events in

Efento Cloud should initiate the alarm. The rule consists ; S,
of impulse, condition and action, e.g.: if the temperature under 22.5°C
(impulse) increases above 10 degrees (condition) then

the platform will send text message notification to W IS:;S‘;":’S“Y
selected recipients (action). The rules can be configured

as you wish - e.g. sending notifications to different Toohot
recipients depending on temperature level; violation of overzeoe
thresholds will be only registered in the platform (without

sending a notification).. You can define any number of

alarm rules and assign sensors to each of them.

Alarm rules can be configured in the Alarm rules menu

by users with permissions of Administrator or Manager.

7.1 Types of alarm rules

In the Efento Cloud platform you can configure a few different types of rules
depending on the impulse that initiated the alarm. These are:
e Violation of threshold (depending on the physical value measured by the
sensor e.g. temperature, humidity and pressure);
e Low battery level - if the sensor's battery is low then the platform will inform
you about it. After initiation of low battery alarm the sensor will work for about
21 days;
e Connection lost - a situation in which the senor does not send new
measurements to the platform.

7.2 Configuration of the alarm rules

In order to add a new alarm rule go to the Main menu -> Alarm rules menu, tap the
three dots icon in the upper right corner and then Add alarm rule. The parameters
that need to be completed depend on the type of alarm rule. Creating an alarm rule
consists of several steps:

e Alertrule

o enter the alert rule name,
o choose the location to which the alarm rule should be assigned,

26



A/ EFENTO

Efento Mobile Application User Manual

o choose the alarm rule parameter (temperature, humidity, pressure,
etc.),

o choose threshold type (above threshold - if the alarm should be
triggered after the value increases above the set threshold, or below
threshold - if the alarm should be triggered after the value decreases
below the set threshold),

o enter the threshold value,

o enter the delay in minutes (time counted from the moment of exceeding
the alarm threshold, after which the alarm will be triggered - provided
that the threshold is still exceeded. If you want the alarm to be triggered
immediately after crossing a threshold, leave the Delay field empty),

o choose if the notification should be sent only once or should it be
repeated, if the values measured by the sensor exceed the threshold
for a longer time. Enter the number of minutes how often the notification
should be repeated.

e Recipients

o Select the type of the notification (email, SMS, phone call or PUSH - a
message to the mobile application) and add the recipients. The e-mail
and PUSH notifications are free of charge. If you want to use PUSH
notifications, the recipient must belong to the same Efento Cloud
organisation, have the Efento application installed on their mobile
device and be logged in to the account set in the alarm rule notification.
In the event of an alarm, the user will be informed about it by a
notification on their smartphone. If you would like to receive text
message notifications or phone calls, then it is necessary to have the
Efento platform SMS / phone calls balance topped up (the description
of topping up the balance is in chapter 10 Text message / phone calls
notification).

e Sensors

o Select the sensors that will be covered by this alarm rule (choose which
slots should be considered. Click the icon shown on the right side of the
sensor. If you want to set an alarm for the temperature measuring slot,
select the thermometer icon, it will light up in pink).

e Calendar

o Add a time range to set up a calendar if you want the rule to be active
only during certain time periods (by default, the rule is active all the
time).

If the alarm rule is configured correctly, press Done to save it.
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207

X Add alert rule X Add alert rule

Select sensors which will be
affected by alert rule.

Add phone numbers or emails
which will be notified about alarm

By default, the rule is active all the
time. Set up a calendar if you want

the rule to be active only during

certain time periods.

Manage sensors.
Add recipient

Add time range

< PREVIOUS

The alarm rule can be edited or deleted anytime in the Alarm rules section by clicking
the rule on the rules list. To do this, click on the rule and then select appropriate icon

in the upper right corner

3@ 4 n87%

Alert rule details VA |

RULE NAME
Low temey e

THRESHOLD TYPE
Temperature

EFENTO

oW BATTERY
i Low battery
Efento test Immediately

Gp sensors

A Alerts

osT conpiTion
8, Alarm rules AY Sensor lost & der225°C

Immediately

Locati
Q  Locations S Recipients
§ Toohot
2, Users
= over 25.0C efento.tester@gmail.com
B Automatic reports
Sensors:

& Organisation settings

Efento Sensor
282C024F004F

Nearby devices

My account

7.3 Exporting the alarm rules list

To export alarm rules, go to the Main menu
-> Alarm rules from the menu and tap the
three dots in the upper right corner of the
screen, then Export as PDF. The list of
rules will be automatically generated and
sent to your email address within a few
minutes.

LOW BATTERY
Low battery
Immediately

TEMPERATURE
Low temerature
under 22.5°C

LosT
Sensor lost
Immediately

TEMPERATURE
§ Too hot
over 25.0 °C

BM B 39 4 m86%

TOP ~ Add alarm rule

Export as PDF

OW BATTERY
Low battery
Immediately

TEMPERATURE
Low temerature
under 22.5 °C

osT
Sensor lost
Immediately

TEMPERATURE
Too hot
over 25.0 °C
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Alarm rules listing

# Rule name Sensors Location Value Type Threshold | Alarm delay [s] Mobile recipients Email recipients

1 Toa hot Efento Sensor TOP More than Temperature 25.0 0 E'E”‘D“Ef't-q“‘;*‘s‘ﬂ”@gmﬂ il.co

Efento Sensor , Efento TOP

Occurred Lost 0 efento.tester@gmail.com
Sensor

2 Sensor lost

3 Low temerature Efento Sensor TOP Less than Temperature 22.5 0 efento.tester@gmail.com

Efento Sensor , Efento
Sensor

4 Low battery TOP Occurred Low battery 0 efento.tester@gmail.com

Created by: Efento Efento 2023-04-21 10:37:25/ Organization: Efento test n

List of alarm rules exported from the Efento Cloud platform

8. Users management

Each user that is assigned to your Organisation, can be granted one of three different
levels of permissions: Administrator, Manager or Analyst. Additionally the
permissions are granted for specific locations. In Efento Cloud platform permission
levels are called roles.

By creating a new Organisation you automatically get the role of Administrator to all
its locations. When you invite new users to your Organisation you can grant them any
level of permissions to the selected locations.

Each group of permissions has access to different platform functions, as presented in
the table below:

T administrator Analyst

Dashboard

. v 4 v
preview
Report generation v v
Alarm preview v 4
Conflgm:mg v v y
automatic reports
Configuring alarm v v y
rules
Configuring
sensors, v v .
structures and
location maps
Formulas 4 (4 b 4
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Permissions
editing, adding

and deleting v X
users

Systfam logs v X
preview

Managing the

Organisation's 4 b 4

account

8.1 Adding new users to your Organisation

Adding new users is done by invitations, which can be
issued only by users with Administrator rights. From
the Main menu choose Users and tap three dots in the
upper right corner of the screen. You will see a dialog
that allows you to send invitations to your
organisation. Type in the email address of a person
you want to invite to join your organisation,choose a
role, which will be given to them after accepting the
invitation and select the location to which the new user
will have access. After saving the changes, the new
user will receive an email with an invitation to your
Organisation. If a user does not already have an
account in the platform, before joining your
Organisation they will have to create one.

You can invite any number of users to your
Organisation and give them any permissions.
Remember that Administrator permission allows the
user to access configuration of sensors, users, alarm
rules and to edit your Organisation's account,
therefore you should not give them to every user you
invite.

8.2 Editing user's permissions and deleting users

Editing users can be done in the Users menu by users
with the Administrator role.

To edit the user's role select the user, click the three
dots in the upper right corner and add / change the
role of the selected user.

07:14

@ ® ® ® ® ® ®© @

Roles:

Mapa biu...

Anna
anna@efento.pl

Grzegorz
grzegorz@efento.pl

Michat

michal@efento.pl

Pawel
pawel@efento.pl

Efento

efento.test@gmail.com

Raimondas

r@gmail.com

Dorian
dorian@efento.pl

Pawet
pawel@efento.pl

User details

FULL NAME
Efento Efento

EMAIL ADDRESS

=Bl G2

1rola

1rola

1 rola

Trola

1rola

1 rola

Trola

1 rola

3 O 4 1086%

efento.test.quickstart@gmail.com

Administrator

Locations:

Q Tor
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You can also delete users added to your Organisation. Select the user which you
want to remove, hold the location it is assigned to and tap Revoke access. The user's
account will not be deleted entirely, they will only lose access to your Organisation.
Only a user can completely delete his account from the platform (see 70.1 Changing
username, language and password / deleting the account)

8.3 Exporting the users list
You can export the list of users in a PDF file. Tap the three dots in the upper right
corner of the Users menu and select Export as PDF. The list will be sent to your

email address within a few minutes.

Users listing

A/ EFENTO

# User E-mail Roles

1 Piotr Sopmmmms piotri) @efento.pl admin: Mapa biura test
2 KLVZLIR karo ‘m@efento.pl admin: Mapa biura test
3 Anna anna s@efento.pl admin: Mapa biura test
4 Mateusz (i mateuszaimm@efento.pl admin: Mapa biura test
5 Artur arturainfmint @efento.pl admin: Mapa biura test
6 Dominika dominikeisn@efento. pl admin: Mapa biura test
7 Mateusz mateusz s@efento.p admin: Mapa biura test
8 Rai ) @elimgn. It manager: Mapa biura test
9 Dorian SNy doriand yi@efento.pl admin: Mapa biura test
10 karol karol t@efento.pl admin: Mapa biura test
1 Pawet pawels @efento.pl admin: Mapa biura test
12 Grzegorz 7y qgrzegorzapges@efento.pl admin: Mapa biura test
13 Michat michals @efento.pl admin: Mapa biura test
14 Pawel Sm'n pawel @efento.pl admin: Mapa biura test
15 Efento Efento efento.test.quickstart@gmail.com admin: Mapa biura test

Created by: Efento Efento 2023-05-09 07:58:29 / Organization: Mapa biura 11

9. User profile

9.1 Changing username, language and password gz v
| deleting the account

Select My account from the main menu to edit your
data such as name, surname, e-mail address and
Efento Cloud password. You can also change the
language and the time zone. Tap the pencil icon in
the upper right corner, make the changes and save
them with the Save changes button. If you wish to
delete your account including all your data in the
platform, tap the Delete account button. ® TE‘L:ArEoZ::/EWarsaW
Warning! This action is irreversible.

CHANGE PASSWORD
DELETE ACCOUNT

4 186%

My account /7

FULL NAME

Efento Efento

EMAIL ADDRESS

efento.test.quickstart@gmail.com

LANGUAGE OF REPORTS

A English
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10. Text message (SMS) / phone calls BSEESCEUEELECIL RS
notifications ORGANISATION NAME

Efento test

ORGANISATION TOKEN

10.1 Topping up the text message / phone calls o  d00Ta7fe- TN -b5e2-69bc8694
balance 240

Efento Cloud allows you to configure text message

(SMS) and phone calls notifications about rules 0 ropue
violations. If you have configured the text message =
notifications or phone call, then in order to receive them 10

it is necessary to top-up the balance. To do it, go to the

Main Menu -> Organisation settings and select Topupin = o Torup
the Available SMS / phone calls section. Key in the

top-up code. If the code is valid, the balance will 5 ;\Egli}ttcra!r?;:;ari::dzlIbvzﬁ;nlztgg
increase by a specified amount (100 / 500 / 1000 SMS to current organisation.

or phone caIIs). GENERATE

10.2 Low message balance notification

When the number of available SMS / phone calls drops “
below 10, an email notification will be automatically sent

to users defined in the organisation (you can edit the recipients via the web version of
Efento Cloud). If you want to change the low text message / phone calls balance
notification, tap on the pencil icon in the upper right corner and enter the appropriate
number of text messages left for triggering the notification.

Low sms account balanc

LOW SMS ACCOUNT BALANCE FOR TESTOWA ORGANIZACJA, O LEFT.

ENTO

e for Testowa Organizacja, 0 left.

11.  Audit trail

11.1 Audit trail export

System logs, which are the list of all changes made in Efento Cloud platform, can be
browsed by users with permissions of an Administrator. To export the logs list, go to
the Main Menu -> Organisation settings and select Generate in the Audit trail section.
A PDF report with a list of all changes in your Organization will be generated and
sent to your email address.
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12. Formulas

The platform allows converting the measurements from pulse counters, current
(4-20mA) and voltage (0-10 V) sensors into appropriate physical values, making
them user readable / interpretable.

12.1 Channel formulas manager

The Channel Formula Manager allows users to configure formulas. To access the
Channel formulas manager open the app's menu (three lines in the upper left corner)
and select ‘Formulas’. The list shows all currently defined channel formulas. To
create a new formula, press the '+' button located in the upper right corner of the
screen. To check the details and the history of a formula, select it from the list. Editing
and deleting a formula is possible by tapping and holding the selected one in the
formula list.

10:32AM & 88 B Sl .l G 10:39AM & B8 B Ll il G 10:35AM & 28 B Sl il G

3

= All v = X Formula details /

FORMULA NAME
High pressure transducer

PULSES > ELECTRICITY USAGE

% Electricity usage 0.01
0 1. Forevery X, X*0.01

Do

SOURCE TYPE
PULSES > ELECTRICITY USAGE Current

% Electricity usage 0.1

Do

TARGET TYPE

0o 1. Forevery X, X*0.1
High pressure
PULSES > ELECTRICITY USAGE MEASUREMENT POINTS
% Electricity usage 1 2 1
0o 1. Forevery X,X*10
FORMULA VISIBILITY
CURRENT > HIGH PRESSURE Public
High pressure transducer i H
1 1. Forevery X, (X-4)*62.5
Rules:
FROM
2024-06-21 10:30:17
1. Forevery X, (X-4) *62.5
Tap and hold
History:

FROM
C 2024-04-16 15:56:03

/' Edit

TO

C 2024-06-21 10:30:17

i Delete
1. Forevery X, (X-4) *62.5

Important! Before removing a formula, you must detach all the sensors from it.
Detaching a sensor from a is done by switching its channels to another
formula or deleting a measurement point from Efento Cloud.
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12.2 Adding a formula

10:46 AM B attl ontl GD

In the first step of creating a new E SRR
formula, give it a name, check whether
the redefinition of the channel type is & eecicityusageoor ®——0

. . . 0 1. Forevery X,X*0.01 Formula Segments
consistent with the assumptions and set —— n
the access permission to the channel % Hectictyusageor e e et
formula (Private - channel formula can

. . . ) Electricity usage 1 Source type
only be edited by its owner, Public - " e Puises
channel formula can be edited by any
. High pressuretrans*ducer Water usage

user having access to the formula @ " freereeores
manager) Formula visibility

O Public
© Private

In the second step, define the logical conditions along with formulas used to convert
the measurements sent by sensors. The conversion formula must be mathematically
correct and no longer than 32 characters. To refer to the value sent by a sensor, use
'X' character. For example, doubling the value sent by the sensor will be achieved by
the formula: X * 2. It is possible to use the following operators in the formulas:

e “+”sum,
"-" difference,
“” multiplication,
“I” division,
“()” grouping of expressions.

11:44 AM & B Ll il @& 11:44 AM B Bl il B 11:44 AM & Bl il B

X  Add segment X  Add formula

Create a formula segment with condition

and math expression. If no condition PULSES > ELECTRICITY USAGE

is set, expression applies to all sensor ®oe———@® @) Electricity usage 0.01 2
values. If multiple conditions match, the Formula Segments 0 1. Forevery X, X*0.01
first one will be used. Use X for sensor
data, e.g. 2*X PULSES > ELECTRICITY USAGE
. °
. Add segment v f'eg:':v'g ”:19f00{1 =
X*2 v
PULSES > ELECTRICITY USAGE
iti 1. For every X, X*2 _ .
[0 use condition Y @ Electricity usage 1 2

o 1. ForeveryX,X*10

CURRENT > HIGH PRESSURE

@) High pressure transducer i H
T 1. Forevery X, (X-4)*62.5

PULSES > WATER USAGE
@ Water usage (test)
o 1. Forevery X, X*2

Do

Formula has been created

< PREVIOUS
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It is possible to define a few formulas for different measurement ranges and apply a
formula depending on the measurement value. For example, if a measurement taken
by a sensor is:

e smaller than 10, multiply it by 2

e equal to 10, multiply it by 3

e larger than 10, multiply it by 4

To enable this option, check the ‘Use condition’ checkbox. After saving the condition,
press the ‘Add segment’ button again to add another condition.

5:39PM B B Lallll B G 11:48 AM & B Ll .l @ 11:48 AM & Satll .l G

X  Add segment X Edit formula = oA

Create a formula segment with condition

and math expression. If no condition PULSES > ELECTRICITY USAGE

is set, expression applies to all sensor @Q——@® @ Electricity usage 0.01 2
values. If multiple conditions match, the Formula Segments 0 1. Forevery X,X*0.01
first one will be used. Use X for sensor
data, e.g. 2*X PULSES > ELECTRICITY USAGE
@ Electricity usage 0.1 2
Formula expression Add segment D Y usag =
0 1. Forevery X,X*0.1
X*2
" 1. |fX<10then X*Z es PULSES > ELECTRICITY USAGE
Use condition (® Electricity usage 1 2
0 1. Forevery X,X*10
Formula condition
If X < 10 .
2. If X =10 then X*3 H CURRENT > HIGH PRESSURE
High pressure transducer b H
1 1. Forevery X, (X-4)*62.5
3. If X > 10 then X*4
PULSES > WATER USAGE
Water usage (test)
@ (1. 1f X< 10 then X*2 -

2. If X=10then X*3
3. If X> 10 then X*4

< PREVIOUS

12.3 Adding formulas to sensors’ channels

The formulas can be applied to 4-20mA / 0-10V sensors and pulse counters. This is
only possible when adding the sensor to the Efento Cloud organisation. Once the
target type is defined, it can't be changed to another without removing the sensor
from Efento Cloud. It is however possible to apply a different formula with the same
target type to the already added sensor.

In order to apply a formula to the sensor's channel check the ‘Redefie channels’

checkbox when adding a sensor. Select a formula for each of the channels and save
the changes by clicking ‘Save’.
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3:32PM B Sl il G 3:32PM B Sl G 3:32PM gt B atl Ll G

Add sensor X | Add sensor X | Add sensor Add sensor X

SET SENSOR'S NAME AND SET SENSOR'S NAME AND SET SENSOR'S NAME AND SET SENSOR'S NAME AND
LOCATION LOCATION LOCATION LOCATION

)24F

Location Location Location

Nblot Nblot Electricity usage EED

or's name r's nan| power S ame

Pulse counter (water usage test) Pulse cour Pulse counter (water usage test)

Pulses
[ Redefine channels Redefine channels Redefine Redefine channels
Water flow
Channel 1 Pulses Channel 1, Water usage Channel 1 Water usage

Channel 3 Pulses Channel 3 Pulses Channel 3 Water usage

Channel 5 Pulses Channel 5 Pulses Channel 5 Water usage

12.4 Editing and disabling sensor formula

It is possible to change the formulas assigned to sensor channels anytime. After
selecting the sensor on the dashboard, tap on the three dots in the upper right corner
and select 'Assign formulas' from the menu. Select a formula you want to assign to
the channel from the drop-down or select '‘No formula’ to disable the formula for a
given channel. To add a new formula, press the '+' button. After making changes,
accept them by clicking the 'Save' button.

6:13PM B Bl ] 6:14PM B Bl > & 3:33PM B Lt l G 3:33PM B Sl G

Pulse counter (water us : % Pulsecc x

& Formulas assigi ment X Formulas assignment
282C024F0019 282C024F Change name g [¢]

(©) i B B Move to another location D 1) PULSES » WATER USAGE

v No formula v

Water usage (test)

) 1

WATER USAGE

PULSES >

@ 1 ) € Assign formulas
’ Water usage 9 Water usage (test)

2,000 m? - 2,000 m* Swap

1.600m® 1.600m? .
- ‘ - Switch off @ 3  PULSES > WATER USAGE —
0.800m* 0.800m*
i ‘ 0400 Delete Water usage (test) v No formula v
0,000 m* — 0.000m*
0000 06:00 1200 1800 0000 0000 0600 1200 1800 0000
) 5  PULSES > WATER USAGE @ 5  PULSES > WATER USAGE

@ 3 Water usage @ 3 Water usage

Water usage (test) v No formula v
10.800m? 10800 m*
10.400 m* 10.400 m*

10.000 —_— 10,000 —_— SAVE SAVE
9.600m* 9.600m?

9.200m* 9.200m*
0000 06:00 1200 1800 0000 0000 06:00 12:00 1800 00:00
@ 5 Water usage @ 5 Waterusage
17.200m? 17.200m
16.800 m* 16.800 m*
16.400m? 16.400m?
6 0anme I 16000 me S
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12.5 Formulas errors

If Efento Cloud encounters a problem while re-calculating the received measurement,
the user will be informed by the channel error message on the dashboard. The
reason for the error may be:

e division by 0,

e the calculated value is out of the allowed range,

e received measurement does not meet any defined segment criteria.

6:36PM & 3l all B G

& 0019 X

® 1) 1.000 m?
Pulse counter (w... @® 3)10.000 m?
] 282C024F0019 ® 5)16.000 m?

6 minutes ago

Sensors
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13. Nearby devices

The Nearby mode of the application allows users to read the current measurements
directly from loggers’ memory, configure all Efento devices (Bluetooth loggers,
NB-IoT loggers, gateways). In the nearby mode the application communicates with
the devices over Bluetooth Low Energy, therefore it requires Android’s Location
permission (application will ask the user to grant it the first time the user enters the
Nearby mode).

13.1 Supported sensors

Application supports all types of Efento sensors, including:
e temperature (including sensors with an external probe and low or high

temperature sensors),

humidity,

atmospheric pressure,

high pressure,

differential pressure,

pulse counters,

open / close,

gases and air quality,

distance

flooding

soil moisture

voltage and current

motion

light intensity

PM1.0/PM2.5/PM10

current (4-20mA) = Q

VOItage (0'10V) EfentoSensor

282C02403791

10:33 %4 098%

8 23.7°C

EfentoSensor

13.2 Nearby devices list 282C0241291F §214C @25%

. . . Lo EfentoSensor
The application automatically detects all sensors within  2s2co2403831
range of your phone / tablet. The list shows the names . sensor
of the sensors, their serial numbers and their current  282c02400055
measurement values.

§215°cC

8 203°C 28 %

The padlock icon on the left side of the sensor’s serial
number means that communication between sensor and
mobile devices is encrypted. The padlock icon displayed
instead of the measurement value means the sensor
communication is encrypted and the mobile device is
not able to decrypt the data (sensor communication
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encryption is described in further parts of this user manual).

13.3 Warnings
The application notifies user of:

Low battery level - a red battery icon next to the sensor’s name. After the
icon appears, you have approximately 30 days to replace the battery. In the
event of battery discharge, data that has already been saved in the sensor
memory will not be lost. After replacing the battery you will be able to read
them from the sensor memory
Measurement issue - exclamation mark icon next to the sensor’'s name.
Sensor is damaged and can’t take proper measurements (measurements are
out of scale, or the device is not able to take measurements at all).
Measurement is not available or out of range. If you see this warning, contact
Efento’s support team at help.efento.io.
Sensor has not been restarted - during the first startup, we recommend
resetting the sensor to set the measurement period and time. If the sensor has
not been reset, all measurements data will be lost after removing the battery.
Software update - if a new version of the software is available, information
about it will appear under the sensor name and serial number. To update the
sensor’s software, simply click on it and enter the sensor's PIN code (you can
find it on the sticker on the enclosure).
Sensor should be calibrated - for the device to work properly, calibration
during start-up is required. There are three calibration notifications:
o XYZ sensor is still calibrating - the device is in the first stage of
automatic calibration
o XYZ sensor is still not fully calibrated - the device is in the second stage
of automatic calibration
o XYZ sensor synchronisation required - notification displayed in
cumulative pulse counters where it is necessary to manually set the
starting point for each channel

11:17 AM

& 0019

@ 1) 0.000 m?
@ 3)0.000 m?
® 5)0.000 m?

Efento
282C024F0019

13.4 Sensor configuration

From the list of the sensors in range, select the one you want to configure and tap on
it. If you selected an encrypted sensor, enter the correct encryption key to allow the
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application to communicate with it. The application will connect to the sensor and you
will be able to configure the sensor. Enter the settings menu by tapping three dots
icon in the upper right corner of the screen to:

e Change measurement period and / or clear sensor’s memory - select a
new measurement period using the sliders and enter the PIN code (you will
not be asked to enter the PIN code, if you have already entered the PIN code
for this sensor before). The application automatically calculates how many
measurements will be stored in the sensor's memory with the selected
measurement period - this information is visible at the bottom of the screen.
Save changes, sensor memory will be cleared and a new measurement period
will be set. By default, the measurement period is set to 3 minutes. For
sensors, which measure physical / chemical values (e.g. temperature,
humidity), the measurement will be taken with the set period. For pulse
counters, the sensor will count the number of pulses in that particular period of
time (e.g. if the measurement period is set to 60 minutes, the sensor will count
the number of pulses in each 60 minutes window). It is recommended to reset
the device during the first configuration.

e Encrypt sensor communication - communication between Efento sensors
and mobile devices / Efento gateways can be encrypted (AES128 encryption).
If the encryption is on, only the devices with the proper encryption key will be
able to decrypt the data sent by the sensor. Using encryption has been
described in the next part of this document.

e Battery status - information on the current state of the battery and its lowest
level measured.

e Pulse counter conversion ratio (water and electricity pulse counters only) -
user can define how many Wh / litres represents a single pulse. This allows
users to set the proper conversion ratio based on the meter type and a value
represented by a single pulse. In order to change the conversion ratio connect
to the sensor -> three dots in the upper right corner -> Advanced -> Calibration
-> Calibration parameters

In case of Efento NB-loT sensors full device configuration is accessible from
this menu. The configuration has been described in the Efento NB-loT sensors
user manual

13.5 Encryption

Enabling the encryption will result in encrypting the data sent by the sensor over
Bluetooth Low Energy interface. The encrypted data sent by the sensor can only be
decrypted by a device with the encryption key. This feature is useful, if you need to
be sure that only the authorised personnel can read the data over Bluetooth
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interface. Users who do not know the encryption key, will not be able to read the
data.

Efento @ & EfentoSensor
282C024F0012 282C024F0012

B 209°C @ 35%

If the sensor communication is encrypted, only devices with a proper encryption key can read
its measurements (right). Devices without the encryption key are not able to read the data
(left)

In order to set the encryption key:
1. Connect to the sensor with the Efento Android app, tap on the three dots in
the upper right corner -> “Advanced” -> “Turn encryption on”.
2. Key in the encryption key. Make sure you write it down as you will need to add
it in mobile devices that will access the sensor data.
3. From now on, the communication is encrypted. You will need to add the
encryption key in Efento Logger in order to see the data sent by the sensor.

In order to switch the encryption off:

1. Connect to the sensor with Efento Logger, tap on the three dots in the upper

right corner -> “Advanced” -> “Turn encryption off”.

If the encryption has been turned on, once you try to connect to the sensor with
Efento Logger, you will be asked to key in the encryption key. Once you add it, the
application will store the encryption key and you will be able to access the sensor
without adding it again. Efento Android app allows you to add up to five default
encryption keys. If a sensor communication is encrypted with any of the added keys,
Efento Logger will automatically decrypt the data. This is useful for managing a fleet
of sensors. In order to add a default encryption key in Efento Logger:

1. Enter the application settings (menu icon in the upper left corner ->
“Configuration”),
Select “Default keys”,
Press “Add encryption key” button,
4. Add the encryption key and its label

W N

If you want to delete an encryption key:
1. Enter the application settings (menu icon in the upper left corner ->
“Configuration”),
2. Select “Default keys”,
Tap and hold the encryption key you want to remove,
4. Confirm action by OK button.

w
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13.6 Reading data from the sensor memory
After connecting to the sensor and downloading the

39 L4 BTT%

. . EfentoSensor

data you will see a screen with a summary of the FAIEEaEaras

measurements downloaded from the sensor’s E "

> N

memory.
The summary mcluc?es: . 18.6Cwun | 20.2°C wax
e date and time of the first and the last 2023-05-08 07:03 | 2023-03-27 13:09
measurements,

300°C

e minimum and maximum values in the series o
for each of the measured physical values 20

together with the date and time of their ZZE%
occurrence, 0%

e graph showing the measurement values over w0

22 Mar 03 Apr 14 Apr 26 Apr 07 May
time,

e measurement period along with information N 26 % min 98 % max
. . 3 2023-04-06 03:18 2023-03-27 13:30

about available device’s memory and the
number of days it is enough for it, .
e sensor software version. 0%
80 %
70%

60 %
50 %

40 % kik L MAy ) o
w0 ‘“N‘W LJ"W\JT‘ ki

L L
20%

22 Mar 03 Apr 14 Apr 26 Apr 07 May
DEW POINT o
4.8°C
MEMORY LEFT
7.14% EIJ
LOGGING INTERVAL @
3 minutes

FIRST SAMPLE

2023-03-22 13:57:00

LAST SAMPLE
2023-05-09 13:03:00

SOFTWARE VERSION

6.10.4 (0df20) ®
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13.7 Charts

Click on the chart in the general view to zoom it in.
Use your fingers to zoom in / out the chart and scroll
it. Red and blue lines on the chart indicate the
minimum and maximum values in the measurement
series. If the sensor measures more than one
physical value, select the one you want to display on
the chart using the dropdown at the top of the screen.

13.8 Exporting the data

To export the data, from the top menu select the
export icon (first icon on the left). Select the type of
data you want to export (measurements, daily
statistics, monthly statistics, SAT and GDDC values
and mean kinetic temperature) and the range from
which the data should be exported and press
"Export". Data can be shared using any application
installed on your phone - you can send it by email,
save it to Google Drive / Dropbox, send it to an FTP
server or print it using a printer connected via
Bluetooth or WiFi. The data can be exported in CSV
format, which is supported by many popular data
processing programs (Excel, Matlab, etc.) or PDF -
not editable file, good for documentation. CSV report
contains data only, PDF report contains a chart.

EfentoSensor
282C024F0012

30.0°C

28.0°C

26.0°C

240°C

220°C

20.0°C

18.0°C

22 Mar 03 Apr 14 Apr 26 Apr 07 May

8

EfentoSensor
282C024F0012
EXPORT FORMAT
PDF @ csv
Raw data |:| Daily statistics

D Monthly statistics D Vineyards

Mean kinetic D int
o temperature [ pew poin
FROM
22.03.2023 ~ 13:57 ~
T0
09.05.2023 ~ 13:03 ~

EXPORT
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13.9 Statistics

The application calculates statistical values from the

downloaded data series. To display statistics, select [ 3 wlaaTen
the statistics icon from the top menu (first icon on the FRaRREICELET

) o 282C024F0012

right). Currently supported statistics include:

E %

e Average values - average value of the

i i Daily Summary ->
measurements on a daily or monthly basis;
e Minimum and maximum values - the
L. . Monthly Summary ->
minimum and maximum measurement value
on a daily or monthly basis;
. SAT & GDDC >
e SAT and GDDC - parameters used in grapes
cultivation;
e The length of the growing season (LGS) - " kinetic temperature i
determines the number of days, in which the
HI/Cl >

average daily temperatures were above 10
Celsius degrees. The region is widely
considered as suitable for viticulture, if the
LGS value is higher than 182.

e Mean Kkinetic temperature - allows users to
assess the effect of temperature changes on
maintaining the quality of the drug. If the .
permissible  storage  temperatures are < ® .
exceeded temporarily, it may be part of the
assessment of the medicine's usability.

e The Huglin index is the sum of active temperatures from the beginning of
April to the end of September. HI includes day length as well as average and
maximum daily temperatures. It is divided into 6 climate classes, from very
cold (HI < 1500) to very warm (HI > 3000). The heliothermal index using sums
of air temperatures and latitudes is one of the most common methods used to
identify relevant wine growing areas. The Efento Logger application uses GPS
to determine the user's position and takes it into account when calculating the
Huglin Index. Thanks to this, the index values are precisely calculated for the
specific place where the measurements have been taken

e The Cool nights index (CNI) defines a relative measure of ripening potential
equal to the average minimum temperature during the month before harvest.
In the northern hemisphere: Cl = average minimum temperature in September,
in the southern hemisphere: Cl = average minimum temperature in March
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13.10 Batch actions

Some of the actions can be performed on multiple
sensors. In order to access the batch action menu
tap and hold one of the sensors. Tap on other
sensors you want to select. Selected sensors will
be highlighted in blue. Tap on the menu icon (three
dots in the upper right corner) and select the batch
action you want to perform. Make sure all the
devices are nearby your mobile phone. Batch
actions are available for sensors with software
version 06.01 or newer. Available batch actions:
e Set time - sets time on all selected devices
e Change measurement period - changes
measurement period on the selected
devices. If you want to synchronise the
timers of the selected sensors check the
box “synchronise”. checking this box will
result in synchronising the time of the
measurements on all the sensors (e.g if the
measurement period is set to 5 minutes and
the synchronisation was selected, all the
devices will take measurements at 12:00,
12:05, etc.)

1528 M @

EfentoSensor
282C0240672B

EfentoSensor
282C02406BCE

EfentoSensor
282C024069A6

EfentoSensor
282C02405EE6

EfentoSensor
282C02401D8B

EfentoSensor
282C€024000C6

EfentoSensor
282C0240061A

EfentoSensor
282€024038CB

EfentoSensor
282C02400434

EfentoSensor
282C024079C2

Device time

Change measurement period

Generate report

§216cC

8216°cC

8202c

8203

8202

@ 0Wh @ 0Wh

8 203

8216

e Generate report - downloads the data and generates the report from the
selected sensors. You can select the report type (PDD, CSV) and content of

the report (data, statistics, etc.)

13.11 Application configuration

To configure the Nearby mode application settings, click on the menu in the upper left
corner of the application. Open the settings where you will be able to:
e Activation Energy settings are a constant used when calculating the average
kinetic temperature. Its default value is 83.14472 kJ / mol.
e Default encryption keys settings are used to automatically decrypt the
sensor communication when it is encrypted with the same key (e.g. key
"qwerty123" has been added as the default encryption key in the application.
From now on, each sensor encrypted with the key "qwerty123" will be
decrypted by the application automatically). It can add up to five default

encryption keys.

e Location in PDF reports - if this option is selected, the address of the place
where the report was generated will be added to the footer of PDF reports
generated by the application. The address is downloaded based on the GPS

signal from Google Maps
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e Forget sensor - the application removes the encryption keys and reset codes
of the selected sensor

Efento Mobile Application User Manual

13.12 Sensors’ software updates

The Efento app can be used to update the software on the sensor. For this purpose,
it is necessary to enable the Power user mode by pressing the Efento logo five times
in the application settings. Additional configuration options offered by the Power user
mode are described in the Efento NB-IoT sensors user manual.

Bvw 4 m74% | 11:21 v v 4 W74%

EFENTO EFENTO

Nearby devices Nearby devices

Q Configuration Q Configuration

O Cloud Unlock the power user mode? O Cloud

The settings available in Power user
mode can have a significant impact
on sensor performance. Make sure
you change them consciously.

@ Information @ Information

CANCEL

Power user mode enabled

In order to update the software: < EfentoS

1. Download the .zip file with the new software R

version to your mobile phone Update firmware from file

2. Connect to the sensor -> three dots in the
upper right corner -> Power user -> Update sries voee | 15 e
firmware from file
Select the .zip file you want to update
4. Perform the update

w
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